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Urgency:  No	State Mandated Local Program:  No	Reimbursable:  No
SUMMARY:
This bill allows someone who has been doxed to file a civil lawsuit against the person who doxed them, provides confidentiality measures to protect the identity of someone who files such a lawsuit, and allows a court to order payment of damages, equitable relief, and payment of reasonable attorney’s fees and costs to the person who was doxed.
FISCAL EFFECT:
Costs (Trial Court Trust Fund, General Fund) to the courts to adjudicate cases filed under this new private cause of action.  It generally costs approximately $1,000 to operate a courtroom for one hour.  If 15 cases are filed statewide and each requires 10 hours of court time to adjudicate, the resulting workload cost would be $150,000.  Actual costs will depend on the number of lawsuits filed and the amount of court time needed to adjudicate each suit.  Although courts are not funded on the basis of workload, increased pressure on the Trial Court Trust Fund may create a need for increased funding for courts from the General Fund.  

The Governor’s 2024-25 budget proposes $83.1 million ongoing from the General Fund to backfill declining revenue to the Trial Court Trust Fund.  According to the Legislative Analyst’s Office, the General Fund faces a structural deficit in the tens of billions of dollars over the next several fiscal years.
COMMENTS:
1) Purpose.  According to the author:
As hate and extremism continue to permeate our nation, community members face an increased risk of being a target of doxing, which can result in harms such as, physical injury, harassment, stalking, emotional and psychological distress, identity theft, property damage, and death. AB 1979, Doxing Victims Recourse Act, provides a mode of recourse for victims who have been harmed as a result of being doxed. By providing doxing victims a mode of civil recourse, not only will the offenders be held accountable, but the victims will be afforded the opportunity to get their lives back on track. 
2) Background.  Doxing is the publication and dissemination of private or personally identifying information about someone on the internet, usually without their consent and with malicious intent.  This could include posting someone’s phone number, home address, place of employment, picture, or other personal information.  Doxing often results in online or in-person harassment of the person whose information is exposed, especially if that information is amplified and widely distributed online.  Under existing law, doxing is a misdemeanor punishable by up to one year in county jail, a fine of up to $1,000, or both.
This bill allows someone who has been doxed (the plaintiff) to file a civil lawsuit against the person who doxed them (the defendant).  This bill uses the same definition of doxing contained in the Penal Code for the existing misdemeanor.  To bring a successful civil claim as authorized by this bill, the plaintiff must show the defendant (a) had an intent to place the plaintiff in reasonable fear for their safety or the safety of their immediate family (b) by using an electronic communication device (c) to distribute, publish, email, hyperlink, or make available for downloading (d) the plaintiff’s personal identifying information (e) without their consent (f) for the purpose of imminently causing the plaintiff unwanted physical contact, injury, or harassment by a third party (g) that would be likely to incite or produce that harm.
Under the bill, if the plaintiff successfully demonstrates each of these elements, the court may order the defendant to pay compensatory damages for economic and noneconomic harm suffered by the plaintiff, statutory damages, punitive damages, and reasonable attorney’s fees and costs to the prevailing plaintiff.  The bill also authorizes the court to order equitable relief to stop the defendant’s doxing conduct, including a restraining order or injunction.
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