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SUBJECT:  The Secure Seniors Online Protection Act (SSOP Act)
SUMMARY:  Requires the State Department of Social Services (DSS) to establish and administer a 24-hour per day/7-day per week, toll-free hotline to assist all Californians in dealing with online scams on or before January 1, 2026.
Specifically, this bill:  
1) Requires DSS to ensure the program and its staff are equipped to meet the needs of individuals 60 years of age and older.
2) Requires DSS, on or before, January 1, 2027, and annually therafter, to submit a report to the Legislature and relevant policy committees containing among other things:
a. Information on the numbers of seniors served;
b. Information on the types of problems and the program assisted seniors with; and,
c. Recommendations for improving the program.
3) Subjects this bill to an appropriation in the 20242-25 budget.
EXISTING LAW:  
1. Establishes, in federal law, the Older Americans Act (OAA), which promotes the well-being of Americans 60 years old and above through services and programs designed to meet their needs. (42 United States Code (USC.) § 3001, et seq.)

1. Establishes the Mello-Granlund Older Californians Act (Act), which establishes CDA, and sets forth its duties and powers, including, among other things, entering into a contract for the development of information and materials to educate Californians on the concept of “aging in place.” (WIC § 9100 et seq.) 
1. Establishes the DSS within the California Health and Human Services Agency to administer public social services, except health care services and medical assistance as specified. (WIC § 10550 et seq.)
1. Defines “older individual” or “elderly” as a person 60 years of age or older, except where this provision is inconsistent with federal requirements. (WIC § 9018)
1. Requires the Secretary of the California Health and Human Services Agency, in coordination with the Director of CDA, to lead the development and implementation of the MPA established pursuant to Executive Order N-14-19. (WIC § 9850)
FISCAL EFFECT:  This bill has not yet been analyzed by a fiscal committee.
COMMENTS:  
Author’s Statement:  “Senior citizens are targeted by online scammers at an increasing rate.  Unfortunately, these seniors are being exploited by criminals through online fraud and scams.  Many of these individuals never formally file a report due to shame and embarrassment.  By establishing a 24/7 hotline dedicated to preventing senior citizen fraud, we can assist these valuable members of society by providing a helpful resource for them to utilize when confronted with a potential fraud or scam.”
BACKGROUND
Nationally, the Federal Bureau of Investigation’s (FBI) Internet Crime Complaint Center (IC3) is a central intake point for victims to report fraud. IC3 shares the complaints it receives with FBI field offices and other law enforcement and regulatory agencies for further investigation or action, as appropriate. IC3 receives thousands of complaints reporting a wide variety of schemes, many of them targeting seniors. These complaints are analyzed and aggregated to identify trends and help develop strategies to combat these schemes and protect potential victims from loss.
In 2022, total losses reported to the IC3 by elderly victims increased 84% from 2021. Tech and Customer Support schemes continued to be the most common type of fraud reported, with 17,800 complaints filed by victims over 60. Monetary losses due to Investment Fraud reported by victims over 60 increased over 300%, more than any other kind of fraud, largely due to the rising trend of crypto-investment scams. In almost every crime type tracked by the IC3, losses involving cryptocurrency increased. Overall, cryptocurrency-related losses reported by the elderly increased by 350%. to the FBI, in 2022, over 92,000 victims over the age of 60 reported losses of $1.7 billion, which represents a 74% increase in losses over losses reported in 2021.[footnoteRef:1]  [1:  https://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3ElderFraudReport.pdf] 

Other statistics highlighted by the Ic3:
· The total number of complaints received in 2022 was 88,262. 
· Total losses of $3.1 billion were reported. 
· Victims over 60 experienced 84 percent increase in losses from 2021. 
· The average loss per victim was $35,101. 
· 5,456 victims lost more than $100,000.

Additionally, the Department of Justice houses the Consumer Protection Branch (Branch) prosecuting elder fraud crimes utilizing a multi-state jurisdictional approach. The Branch also serves a critical role in coordinating multi-district and international initiatives, and in advising and training the Elder Justice Coordinators in each U.S. Attorney’s Office. In addition, Branch personnel serve on key DOJ, interagency, and international working groups, helping to devise new approaches to combat elder fraud. Much of this work is done in coordination with the Department’s Elder Justice Initiative.[footnoteRef:2] [2:  https://www.justice.gov/civil/consumer-protection-branch/elder-fraud] 

Additionally, in March of 2020, the US DOJ launched National Elder Fraud Hotline to help combat fraud against older Americans and provide services to victims. From its launch through April 2023, the hotline handled 37,047 calls and assisted with or filed 4,440 Federal Trade Commission and FBI IC3 complaint forms. Callers are assigned a case manager, who remain their point of contact and assists with reporting the crime and connect to other resources as needed. The hotline is open Monday through Friday from 10:00 a.m. to 6:00 p.m. eastern time. Services are available for speakers of multiple languages.[footnoteRef:3] [3:  https://ovc.ojp.gov/] 

A report by AARP on Elder Financial Exploitation (EFE) found the following:
· Through this kind of exploitation, many victims are stripped of significant part of their retirement savings.
· Getting restitution is nearly impossible, victims often lose not only key resources that can jeopardize their current and future financial security but also a degree of their own dignity.
· Getting at the true financial scope of this immense problem has been elusive. To start, many victims never report because of shame and embarrassment. 
· The impact also reaches other parts of society. With a victim’s funds depleted, family caregivers are even more likely to incur costs to provide care.
· The financial industry, unsurprisingly, loses billions of dollars each year to EFE, while taxpayers bear an increased burden in the form of the public programs and other resources needed to assist those victims who are financially devastated.
· Moreover, the cost of EFE extends well beyond financial losses. Victims of these crimes suffer declines in mental health that coincide with the emotional distress of feeling tricked and misled. Physical health of victims is also at stake; evidence links EFE to cardiovascular problems and possibly even earlier death[footnoteRef:4] [4:  https://www.aarp.org/content/dam/aarp/money/scams-and-fraud/2023/true-cost-elder-financial-exploitation.doi.10.26419-2Fppi.00194.001.pdf] 

A report by the National Institute on Aging states “Older adults are often the target of scams. Scammers are savvy and convincing, and their scams are designed to catch people off guard. Common scams aimed at older adults include:
· Government impersonator scams, such as someone posing as a Medicare representative asking for account information
· Fake prize, sweepstakes, and lottery scams, in which you are asked to pay money or provide account information to claim winnings
· Computer tech support scams, in which a scammer tells you that your computer has a problem and wants you to pay for support services to fix it
· The grandparent scam, in which a caller pretends to be a grandchild or other relative in distress[footnoteRef:5] [5:  https://www.nia.nih.gov/health/safety/beware-scams-targeting-older-adults] 

California is projected to be one of the fastest growing States in the nation in total population. In 2016, California comprised 12 percent of the nation's population[footnoteRef:6] and is expected to grow 30 percent by the year 2060 (an increase of 11.7 million people.[footnoteRef:7] In California, the population aged 60 years and over is expected to grow more than three times as fast as the total population and this growth will vary by region. [6:  https://factfinder.census.gov]  [7:  http://www.dof.ca.gov/Forecasting/Demographics/Projections] 

The population over age 60 will have an overall increase of 166 percent during the period from 2010 to 2060. More than half the counties will have over a 100 percent increase in this age group. Nearly half of these counties will have growth rates of over 150 percent. These counties are located throughout the central and southern areas of the State. The influence of the 60 and over age group on California is expected to emerge most strongly between 2010 to 2030.
The population over age 85 will increase at an even a faster rate than those over 60 years of age, having an overall increase of 489 percent during the period from 2010 to 2060.  Counties can expect to experience even higher growth rates after 2020. In particular, the influence of the 85 and over age group on California will emerge most strongly between 2030 to 2040 as the first of the baby boomers reach 85 years of age.[footnoteRef:8] [8:  https://aging.ca.gov/Data_and_Reports/Facts_About_California%27s_Elderly/
] 

Master Plan for Aging: In January of 2021, the Governor released his Master Plan for Aging (MPA). The MPA prioritizes the health and well-being of older Californians and the need for policies that promote healthy aging. The MPA serves as a blueprint for state government, local government, the private sector, and philanthropy to prepare the state for the coming demographic changes and continue California’s leadership in aging, disability, and equity.
After work began on the MPA, the COVID-19 pandemic reached California. The virus disproportionately harmed older and other at-risk adults, and it strained aging and disability services that were perpetually underfunded. Worldwide, older adults have experienced unprecedented death rates.  California’s diverse population saw disproportionate numbers, particularly among Latino, Black and Asian Pacific Islander communities and those living in nursing homes.  The pandemic intensified social isolation.
The work plan laid out in the MPA three years after its release continues to highlight the urgent needs facing California’s older adults, people with disabilities, their families, caregivers, advocates and the workforce supporting these populations..
In 2024-25, the MPA outlines five bold goals and currently seeks to advance 95 initiatives to build a California for All Ages by 2030. Each initiative features a designated area of focus; to deliver, to analyze and to communicate.  It also includes a Data Dashboard on Aging to measure progress. AB 3207 can be related to Goal Three of the five bold goals:
· Goal One: Housing for All Ages and Stages 
· Goal Two: Health Reimagined
· Goal Three: Inclusion and Equity, Not Isolation 
· Goal Four: Caregiving That Works
· Goal Five: Affording Aging 

Argument in Support:  The California Credit Union League writes in support “While the hotline would be available for all Californians, this bill emphasizes the focus on meeting the needs of individuals who are 60 years of age and older. With the rise of digital technology, elderly individuals continue to be more susceptible to becoming victims of online fraud, financial scams, and identity theft. Fraudsters are becoming increasingly savvy and frequently target vulnerable populations like seniors.”

LeadingAge California, also writes in support, “The state is expected to have over 10.8 million individuals over the age of 60 by 2030 and by 2060 adults 60 and over will make up 30% of California’s population. As the population of older adults increases we need to update California codes to reflect the current terms of use and the needs of a growing population.  Additionally, AB 2636 furthers Goal 3: “Inclusion & Equity, Not Isolation” in the Master Plan for Aging by ensuring that older adults are treated with equity and inclusion by updating terminology.”

Argument in Opposition:  None. 
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